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INTRODUCTION

INTRODUCTION

Sarah Meyers West & Amba Kak

When we initiated this project at the start of 2023, a growing chorus of voices was mobilizing in
favor of stronger and, importantly, EX ANTE or premarket regulatory scrutiny for artificial intelligence.
Industry leaders and regulators alike were calling for stronger standards to bring a sense of order and
stability to the sector; the UK Al Summit even had major Al labs commit (in principle) to premarket
testing of certain Al models;t and there was a general, pervasive sense that some friction was nec-
essary in the frenzied Al industry. The devil would be in the details: Would a licensing scheme, such
as that lobbied for by Microsoft,2 bring stronger scrutiny to the sector, or would it tip the scales in
favor of incumbents? How should responsibility be distributed among the many actors involved in
development along the Al supply chain, from the base models to end products? Taking time and space
to read and think deeply to arrive at viable answers seemed well worth doing.

As we write this executive summary in July 2024, enacting premarket enforcement of any kind seems
like a distant prospect: the conviction that “something should be done” fell prey to a lack of political
will to move on actual proposals, while those that did gain traction contained worrying carve-outs.:
Recent case law brought down from the Supreme Court may create further barriers to agency-led reg-
ulation, Congress remains sharply divided on the path forward after losing months to industry-cen-
tered deliberation,* and Silicon Valley’s venture-capital class is rallying around a deregulatory agenda
for Al as central to the Republican presidential election agenda.s

Why, amid these headwinds, read up on lessons from the Food and Drug
Administration, one of the most regulated industries in the US?

As the report that follows illustrates, the example of the FDA is most instructive not as a road map
for how to approach Al, but as a set of lessons on attuning ex ante regulation to an evolving market
and its products. The question at hand is not whether we need an “FDA for Al,” since that crude
formulation will inevitably lead to unhelpfully vague answers. Rather, how the FDA transformed the
pharmaceutical sector in the United States, from a domain of snake oil salesmen and quack doctors to
a market that produces lifesaving drugs that are tested rigorously enough for people around the world
to travel to the US just to obtain them, holds key insights for regulatory debates on Al.

Amy Kapczynski, a member of the advisory council for this project, has written® that we didn’t know
much about how drugs worked until an agency existed to motivate companies to research them,
producing the evidence necessary for entry into the market. One could think about the long-critiqued
opacity and unreliability of Al systems along the same lines.

Because market entry hinges on approval by a regulator, the structure of the pharmaceutical market
also provides strong motivations for compliance with the law. Similar motivations are lacking in Al,
where regulatory fines often amount to a budget line that deep-pocketed tech firms build into their
financial planning year by year.
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Ex ante regulation also provides consistency and reliability for industry players and regulators alike, in
contrast to the whack-a-mole approach that constitutes Al regulation at present.

And while many conversations about artificial intelligence center on risk management, from the FDA
example we can learn about the necessity of also validating the efficacy of these systems, enabling
a meaningful evaluation of the trade-offs between risks and benefits rather than relying on breezy
assertions that Al is inherently innovative.

To be clear, this is not meant to portray the FDA as a shining beacon: if anything, it is a clear example
of how regulatory hurdles hinder competition between firms, leading to bloat. Market incentives are
often tipped against sufficient investment in providing affordable access to drugs for populations not
seen as highly valued by corporate shareholders. The revolving door between regulators and industry
has been and remains an endemic challenge, and real ethical concerns need to be raised about a
funding model that relies on corporate fees to support testing and evaluation.

We do want to emphasize, however, that strong arguments can be made that regulation that orders an
otherwise unruly and unpredictable market, that provides not only incentives for beneficial corporate
behavior that would not be induced by the market alone, but also disincentives for risky behavior by
any one entity that would tarnish the market as a whole, can offer significant value to industry and to
the public at large.

As we launch this report amid more uncertainty around imminent regulatory possibilities, we're left
with new questions to wrestle with:

- What is the landscape of possibility for regulation post-Chevron?

- How will First Amendment challenges be navigated for premarket regulatory proposals?

— How should Al regulators interface with the existing jurisdiction and authorities of sectoral
regulators?

- How should we think about appropriate benchmarks for sociotechnical evaluation, both of the
risks associated with Al systems and their efficacy?

- What audiences are most relevant to increased generation of documentation and information
about the Al market (for example, consumers, businesses, regulatory authorities, third-party au-
ditors, journalists and civil society members), and how does this lead to greater accountability?
How should regulators ensure the information is meaningful and relevant to that audience?

— How can regulatory intervention be structured to incentivize compliance? What penalties will be
most meaningful to this sector?

- How do we draw boundaries around the “Al industry” as the focus of regulatory scrutiny? What
counts as an “Al firm”?

THE FDA FORAI AINOW
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Al is already a regulated technology, and the companies developing and deploying Al are
bound by existing law. As the frequent refrain of many US government officials goes, there is
no Al exemption to the law on the books. Despite this, the current regulatory environment for
Al leaves much to be desired: the penalties are paltry given the deep pockets of many tech
firms, it's almost entirely reliant on ex-post accountability for harms surfaced by under-re-
sourced regulators and investigative journalists, and the haphazard nature of the regulatory
approach means that it is difficult if not impossible to clearly conscribe boundaries around
the ‘Al market.

Given these weaknesses, the idea of creating a novel regulatory agency for Al waxes and
wanes alongside waves of attention to the sector, as we've outlined in Box 1. This report
does not endorse, one way or another, whether or not we need a new regulatory agency for
Al. Instead, it seeks to draw lessons from the analogical model most frequently referenced in
relation to a stronger regulatory regime for Al: the Food and Drug Administration.

Delving deeply into this model surfaced the following key insights:

An ‘FDA for Al is a blunt metaphor to build from. A more productive starting point
would look at FDA-style regulatory interventions and how they may be targeted at
different points in the Al supply chain:

- The FDA's approach translates most directly at the level of the application or eventual
use case where it is most tractable to validate the safety and effectiveness of an Al
product.

- By contrast, attempting similar interventions at other stages of Al development, such
as the base or ‘foundation model’ layer, present potentially intractable challenges like
how to identify in advance the universe of possible harms using empirical evaluation.
Here, other regulatory design approaches, such as financial regulation and its treat-
ment of systemic risk, may offer more useful corollaries.

- At minimum, mandates for clear documentation of base models, including the data
used to train them, will be necessary to enable evaluation at the application layer.

- It is important to clearly differentiate between the ‘users’ of Al applications, which
are the entities procuring Al systems, and the people or communities the system
is used on-the ‘subjects’ of Al's use. Often there is a significant power differential
between ‘users’ and ‘subjects’, which regulatory interventions must also account for.
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The FDA model offers a power lesson in optimizing regulatory design for information
production, rather than just product safety. This is urgently needed for Al given
lack of clarity on market participants and structural opacity in Al development and
deployment.

- The FDA has catalyzed and organized an entire field of expertise that has enhanced
our understanding of pharmaceuticals and creating and disseminating expertise
across stakeholders far beyond understanding incidents in isolation. Al is markedly
opaqgue in contrast: mapping the ecosystem of companies and actors involved in Al
development (and thus subject to any accountability or safety interventions) is a chal-
lenging task absent regulatory intervention.

- This information production function is particularly important for Al, a domain where
the difficulty—even impossibility—of interpretability and explainability remain pressing
challenges for the field and where key players in the market are incentivized against
transparency. Over time, the FDA’s interventions have expanded the public’'s under-
standing of how drugs work by ensuring firms invest in research and documentation
to comply with a mandate to do so - prior to the existence of the agency, much of the
pharmaceutical industry was largely opaque, in ways that bear similarities to the Al
market.

- Many specific aspects of information exchange in the FDA model offer lessons for
thinking about Al regulation. For example, in the context of pharmaceuticals, there
is a focus on multi-stakeholder communication that requires ongoing information ex-
change between staff, expert panels, patients and drug developers. Drug developers
are mandated to submit troves of internal documentation which the FDA reformats
for the public.

- The FDA-managed database of adverse incidents, clinical trials and guidance doc-
umentation also offers key insights for Al incident reporting (an active field of re-
search). It may motivate shifts in the Al development process, encouraging beneficial
infrastructures for increasing transparency of deployment and clearer documentation.

The lack of consensus on what counts as efficacy (rather than safety) is a powerful
entry point for regulating Al. There will always be potential harms from Al; the
regulatory question thus must consider whether the benefits outweigh the harms.
But to know that, we need clear evidence - which we currently lack - of the specific
benefits offered by Al technologies.

- A lesson from the FDA is that safety and efficacy of products must be evaluated in
parallel. In the context of Al, policymaking has tended to index heavily on safety and
harm and not as focused on evaluating or challenging the fundamental premise of
efficacy, or concrete appraisal of risks and benefits.

- To serve the public interest, measures of efficacy should be considered carefully so
that they are not primarily or solely indexed on profit or growth, but take into account
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benefits to society more generally. Regulatory approaches in Al should require de-
velopers of Al systems to explain how an Al system works, the societal problems it
attempts to address, and the benefits it offers, not just evaluate where it fails.

— Efficacy evaluation could present an existential challenge to some domains and ap-
plications of Al where we currently lack the necessary methods to validate the osten-
sible benefits of Al usage, given widespread failures in machine learning research to
reproduce the findings published in papers.

Pre-marketapprovalis potentially the most powerful stage of regulatoryintervention:
this is where alignment between regulatory power and companies’ incentives to
comply reach their peak.

— Past the point of market entry, the FDA retains some ability to act in the public in-
terest, through market surveillance and recalls — but we see a significant drop in the
agency'’s ability to act and its track record for doing so successfully.

In both the context of the FDA and in Al, assuring downstream compliance after a
product enters the market is a regulatory challenge. Post-market surveillance is a
challenge for Al given the varied provenance of Al system components, but currently
characterizes the bulk of ongoing Al regulatory enforcement.

- Looking to the FDA analogy, downstream accountability occurs through mechanisms
such as recalling products after the fact, though its ability to enact these remedies
is weakened once they are in commercial use. Applied to Al, this is made even more
challenging given the difficulty in clearly identifying the chain of provenance for par-
ticular components of Al systems.

- In the context of the FDA, companies remain liable for harms caused to the public
after drugs are made available for wide release, but establishing liability and then
demonstrating causation in the Al context are significant barriers. Currently, the bulk
of regulatory enforcement of existing law in Al occurs ex-post, and is thus subject to
these challenges.

To have teeth, any regulatory intervention targeting the Al sector must go far beyond
the current standard of penalties to meaningfully challenge some of the biggest
companies in the world.

— The FDA model hinges on the FDA's ability to prevent pharmaceutical companies from
marketing drugs to physicians — without which they cannot sell their drugs on the
market. Controlling this essential gate to market entry is what grants the FDA a big
stick, critical to its effectiveness as a regulator, and under present conditions there
are no corollary gates to market entry for Al companies.

- The power of FDA regulation also comes from other actors in the system, from phy-
sicians to insurance companies, who can themselves refuse to recommend or cover
a product if they believe it not helpful. This has acted as an important second line of
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defense in pharmaceuticals where the regulatory process has failed to be sufficiently
rigorous, and there are corollaries in other industries such as banking and insurance.
This deserves stronger development in the context of Al where the dependencies and
sites of friction remain comparatively immature.

Greater transparency into what constitutes the market itself, and the process
through which Al products are sold, will be important to Al governance. Currently
the contours of what constitutes the ‘Al market’ are underspecified and opaque.

— FDA regulation for pharmaceuticals is triggered by the ‘marketing’ of a drug, as a
critical gate to entry. In other industries, there are gates around the sale of certain
products, which may be preferable over marketing given first amendment concerns.
Any attempt at sector-specific Al regulation will run into a thorny set of definitional
questions: what constitutes the Al market, and how do products enter into commer-
cial use?

— Moreover, conceptual clarity that the entity procuring the Al system is often not the
same as the individual the system is used on is key, given that Al systems are fre-
quently used by comparatively powerful entities on the less powerful, necessitating
interventions that go beyond deceptive marketing and protect the interests of the
public at large.

The funding model forregulatory agencies matters tremendously toits effectiveness,
and can inadvertently make the regulator beholden to industry motives.

— The FDA utilizes fees paid by industry players to fund its review process, which
ensures adequate resourcing for reviews. However, under the present model the FDA
must submit its budgets regularly to companies paying fees, making them responsi-
ble to the companies it is reviewing for its accounting — this is a significant weakening
of the agency’s power and risks creating leverage by industry.

FDA-style documentation requirements for Al would already be a step-change
from the current accountability vacuum in Al. Encouraging stronger monitoring
and compliance activities within Al firms like record-keeping and documentation
practices would generate organizational reflexivity as well as provide legal hooks
for ex-post enforcement.

- Introducing FDA-style functions into the Al governance process could motivate re-
structuring of the development practices, and potentially the operating model, of
Al developers. In and of itself, this would create greater internal transparency and
accountability within Al firms that would convey societal benefits, and aid the work
of enforcement agencies when they need to investigate Al companies.
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WHO IS TALKING ABOUT
AN “FDA FOR AI”?

ANDREW TUTT, “AN FDA FOR ALGORITHMS”

“The products the FDA regulates, and particularly the complex pharmaceutical drugs it vets for safety and
efficacy, are similar to black-box algorithms. And the crises the FDA has confronted throughout its more
than one hundred years in existence are comparable to the kinds of crises one can easily imagine occurring
because of dangerous algorithms. The FDA has faced steep resistance at every stage, but its capacity to
respond to, and prevent, major health crises has resulted in the agency becoming a fixture of the American
institutional landscape. We could draw on the FDA's history for lessons, and use those lessons as an
opportunity to avoid repeating that history.”

OLAF J. GROTH, MARK J. NITZBERG, AND STUART J. RUSSELL, “Al ALGO-
RITHMS NEED FDA-STYLE DRUG TRIALS”

“To protect the cognitive autonomy of individuals and the political health of society at large, we need to

make the function and application of algorithms transparent, and the FDA provides a useful model. An
oversight body would need to carry the authority of a government agency like the FDA, but also employ
the depth of technical know-how found at existing technology-focused governing bodies like ICANN. |t
would need to house a rich diversity of expertise to grasp the breadth of society, seating psychologists
and sociologists alongside programmers and economists. Because not every piece of code needs tight
oversight, it would need distinct trigger points on when to review and at what level of scrutiny, similar to
the ways the FDA's powers stretch or recede for pharmaceuticals versus nutritional supplements.

INIOLUWA DEBORAH RAJI ET AL., “OUTSIDER OVERSIGHT: DESIGNING A
THIRD PARTY AUDIT ECOSYSTEM FOR Al GOVERNANCE”

“Given the limitations of the current Al audit landscape, we now proceed to examine what we can learn from
audit systems in other domains...Some of these audit schemes already intersect with Al products—the Na-
tional Transportation Safety Board (NTSB) has provided third party analysis of self-driving car crashes; the
Food and Drug Administration (FDA) is already approving Al enabled medical devices; and many current
internal audit templates derive from documentation requirements in these other industries. Some Al
products, in that sense, are already subject to incumbent audit policies.

J
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WHO IS TALKING ABOUT AN “FDA FOR AI"?

SAM ALTMAN: “SENATE JUDICIARY SUBCOMMITTEE HEARING ON OVER-
SIGHT OF Al”

“Number one, | would form a new agency that licenses any effort above a certain scale of capabilities and

can take that license away and ensure compliance with safety standards. Number two, | would create a
set of safety standards focused on what you said in your third hypothesis as the dangerous capability
evaluations. One example that we've used in the past is looking to see if a model can self-replicate and sell
the exfiltrate into the wild. We can give your office a long other list of the things that we think are import-
ant there, but specific tests that a model has to pass before it can be deployed into the world. And then
third | would require independent audits. So not just from the company or the agency, but experts who
can say the model is or is not in compliance with these stated safety thresholds and these percentages
of performance on question X or Y”

MARKUS ANDERLJUNG ET AL., “FRONTIER Al REGULATION: MANAGING
EMERGING RISKS TO PUBLIC SAFETY”

“A more anticipatory, preventative approach to ensuring compliance is to require a governmental license to
widely deploy a frontier Al model, and potentially to develop it as well. Licensure and similar “permissioning”
requirements are common in safety-critical and other high-risk industries, such as air travel, power gener-
ation, drug manufacturing, and banking. U.S. public opinion polling has also looked at the issue. A January
2022 poll found 52 percent support for a regulator providing pre-approval of certain Al systems, akin to
the FDA”

ADAM THIERER AND NEIL CHILSON, “THE PROBLEM WITH Al LICENSING &
AN ‘FDA FOR ALGORITHMS"™

Interest in artificial intelligence (Al) and its regulation has exploded at all levels of government, and now
some policymakers are floating the idea of licensing powerful Al systems and perhaps creating a new
“FDA for algorithms,” complete with a pre-market approval regime for new Al applications. Other proposals
are on the table, including transparency mandates requiring government-approved Al impact statements or
audits, “nutrition labels” for algorithmic applications, expanded liability for Al developers, and perhaps even
a new global regulatory body to oversee Al development.

It's a dangerous regulatory recipe for technological stagnation that threatens to derail America’s ability to
be a leader in the Computational Revolution and build on the success the nation has enjoyed in the digital
economy over the past quarter century.

CONNOR DUNLOP AND MERLIN STEIN, “SAFE BEFORE SALE: LEARNINGS
FROM THE FDA'S MODEL OF LIFE SCIENCES OVERSIGHT FOR FOUNDATION
MODELS”

“The FDA has processes, regulatory powers and a culture that helps to identify and mitigate risks across
the development and deployment process, from pre-design through to post-market monitoring. This holis-
tic approach provides lessons for the Al regulatory ecosystem.”

J
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WHY AN INDEPENDENT AGENCY?

WHY AN INDEPENDENT
AGENCY? AND WHY
THE FDA?

The United States is in a uniqgue moment for Al policy: a groundswell of public interest in ar-
tificial intelligence has captured policymaker attention, at a moment when the White House
has adopted a historically unique willingness to adopt a more muscular posture toward the
tech industry. At the same time, Congress has largely been hamstrung by political squab-
bling: in an election year, keeping the lights on, let alone passing complex and capital-inten-
sive legislation, remains a hard task. This makes it an opportune moment to step back and
directionally align on the best approach to core Al governance questions, orienting ourselves
around the world of the possible rather than making incremental tradeoffs in service of the
practicable.

Creating a novel Al agency whose primary responsibility would be to regulate the actors re-
sponsible for developing and deploying Al systems, either to supplant or to augment existing
enforcement mechanisms distributed across the US government, is one of many possible
paths forward.” The current moment has led to the reinvigoration of what is an old idea:
since 2017, a range of stakeholders have proposed such an agency, frequently referencing
the construct of an “FDA for Al” alongside proposals for “nutritional labels” for Al systems
and other similar approaches to licensing and certification modeled on approaches to food
and drug safety (see Box 1).

The FDA is the regulatory agency responsible for ensuring the SAFETY, EFFICACY, and
SECURITY of the nation’s food, biological, and medical products through a rigorous prod-
uct-oversight and premarket-approval regime. Such an approach offers the promise of
greater regulatory friction that would ensure the burden is on companies to adequately vet
their systems for efficacy and potential harm—before, rather than after, public release.®
On the other hand, this style of regulatory oversight could enable “check-box certification,”
distracting from existing enforcement capabilities and creating opportunities for regulatory
capture. If an independent agency is indeed the right path forward for Al regulation, circum-
venting these challenges—and setting a strong administrative foundation for accountabili-
ty—would be key.

Given the growing momentum building around models for Al governance, this is a pressing
moment to be asking: Is an “FDA for Al” a good idea? And more specifically: By looking deeply
into this example, can we become more concrete about what specific regulatory authorities
are needed to effectively govern Al?

1"
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METHODS

Rapid Expert Convening

To delve into these questions, the Al Now Institute convened a
group of experts who combine decades of experience studying
the FDA, the pharmaceutical industry, and artificial intelligence
for a rapid deliberation on the following question: Do we need
an FDA for Al? The group included former government officials,
academic researchers, medical doctors, lawyers, computer sci-
entists, and journalists from a variety of countries for a collec-
tive deep dive into lessons from FDA-style regulation and their
potential application to the domain of artificial intelligence.

Synthesis of Key Areas of
Expert Consensus, and
Open Questions

Our conversation was deliberately structured with flexibility to
enable the group to explore emergent themes for conversation,
and this is reflected in our takeaways: given the state of the
conversation, we felt it most appropriate to surface tensions
and complexities rather than drive straight to solutions. We also
tabled, and took notes on, the many barriers to implementing
the governance ideas that surfaced throughout the conversa-
tion, constructing a space designed around surfacing the best
answers we could come up with rather than what's practically
feasible in the near term.

We published an interim memo with ten actionable insights

from the workshop to represent the rough consensus that
emerged and to speak back to the ongoing policy conversation.

The Way Forward

This report goes further: many of the issues surfaced through
the workshop require deeper engagement and a more robust
reckoning with how the specifics of the FDA model interact
with the specifics of the Al ecosystem and current regulatory
priorities. As such, we intend this report to form a foundation
for an ongoing conversation about potential paths for Al gover-
nance models.

12
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HOW TO READ
THIS REPORT

HOW TO READ THIS REPORT

- Thisreportisdivided into four sections.Section 1 outlines the key features of the FDA
and briefly summarizes its development since the emergence in the late nineteenth
century of the earliest pharmaceutical regulation in the US.

- Section 2 provides an overview of the FDA's main regulatory functions for
pharmaceuticals, grouping them into three categories. In this section we describe in
detail how the FDA discharges these functions and suggest how they could work for
Al, surfacing areas of difficulty and complexity.

- Section 3 outlines three crosscutting lessons from the experience of the FDA's
regulation of pharmaceuticals. Rather than homing in on specific functions like
Section 2, it looks at how these functions interact to produce particular outcomes in
the sector.

- Section 4 discusses four practical challenges for implementing FDA-style
interventions in Al: establishing the correct bounds of the Al market; providing Al
regulators with the necessary powers to shape industry practices; overcoming legal
challenges to the exercise of these powers; and avoiding industry capture.

- At the end of the report we offer a glossary of key terms and appendices with
information on how Al is regulated today and a detailed mapping of Al regulatory
powers against those of the FDA.
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1: THE FOOD AND DRUG ADMINISTRATION
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|. THE FOOD AND DRUG ADMINISTRATION

The Food and Drug Administration (FDA) is a federal agency within the Department of Health
and Human Services (HHS), an EXECUTIVE AGENCY with a Commissioner and a budget of
$7.2 billion in 2024 (an increase of S500 million from 2023).° By comparison, the FTC, the
agency responsible for enforcing the consumer protection and competition laws that have
dominantly constituted Al regulation in the US, had a total budget of S430 million in 2023.°
The FDA's mandate and scope is broad in nature: it is the primary public health agency re-
sponsible for the safety, efficacy, and security of human and veterinary drugs, biological
products, and medical devices; as well as the food supply, cosmetics, and products that emit
radiation.” In this report, we focus more specifically on the oversight process for pharma-
ceuticals, a domain in which the FDA generally exerts considerable influence over industry.
However, the FDA has direct oversight over specific implementations of medical Al systems
in its regulation of medical devices; the Ada Lovelace Institute’s report Safe before Sale gives
an overview of the FDA's medical-device process and lessons for Al governance.

Il. HISTORY OF THE FDA AS A HISTORY OF
PUBLIC SCANDALS

The pharmaceutical sector is a particularly high-investment industry, and one in which prod-
ucts pose high levels of risk both to individuals and to public health. Historically, the produc-
tion and sale of drugs was largely unregulated until the late nineteenth century, and much
of this nascent drug industry was opaque to consumers. The Department of Agriculture’s
Division of Chemistry was the primary predecessor to the FDA,"™ but a series of scandals—
followed by the passage of legislation by Congress—set the stage for stronger regulatory
intervention, including the following:

14
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- 1906 Pure Food and Drug Act. This was the first of a series of laws passed in re-
sponse to concerns about “patent medicine” and the use of dangerous ingredients
in drugs sold to consumers, revealed through muckraking exposés by journalists. It
assigned to the Division of Chemistry responsibilities for enforcing labeling require-
ments for drugs, whereby variations from a standard form had to be acknowledged
on the label.” It is also widely considered to be the law establishing the FDA, though
the agency was not known by that name until almost 25 years later.

- 1938 Food, Drug, and Cosmetics Act. This legislation was passed in response to the
scandal of sulfanilamide elixir poisoning causing the deaths of more than a hundred
people, including children.”™ The Act prohibited drugs from being marketed unless the
manufacturer submitted an application to the FDA proving their safety.

- 1962 Amendment to the Food, Drug, and Cosmetics Act. This amendment introduced
efficacy into the FDA's purview, following the thalidomide disaster in which a drug
designed to reduce morning sickness in pregnant people led to life-threatening birth
defects. The FDA's refusal to approve the drug, previously approved in other countries,
“deeply shaped the public’s perception of the Agency, and helped justify significant
expansions in its regulatory authority.”®

- 2007 Food and Drug Administration Amendments Act. This bill introduced a number
of amendments, most significantly by mandating transparency both from the FDA
and from regulated companies. It required that the FDA share the analysis underlying
its decisions to approve new drugs, and that drug companies share some of their own
data with the public.” This helped foster an information ecosystem that exists both
within and beyond the FDA: companies must generate information on their products
to share with the FDA, and both parties must share some of this information with the
broader public.”®

— The FDA has undergone many other administrative, funding and process adjustments,
including:

> The 1992 Prescription Drug User Fee Act (PDUFA). This legislation introduced
“user fees” whereby industry would directly fund the FDA (see industry capture

for more info).”®

> The 21st Century Cures Act. The act responds to pressure from industry and
Congress to speed the approvals process by establishing accelerated approvals
pathways, including the provision of the results of observational studies in some
circumstances in place of full CLINICAL TRIALS, under certain circumstances
(see the premarket assessment section for more info).2°

- The COVID-19 pandemic highlighted the way issues regarding medical products can
become politicized, and led to discussion about how to separate the agency’s scientif-
ic evaluation from heated policy debates, prompting some to suggest the FDA should
be structured as an INDEPENDENT AGENCY.?
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2: WHAT DOES THE FDA DO?

Public debates about an “FDA for Al” often operate in a broad analogical manner, asking
what a federal agency regulating Al would look like. Yet this is a blunt instrument for a
conversation deserving of greater nuance.

As a productive starting point for our analysis, we chose to identify the key regulatory
functions for the FDA and assess their relevance for Al. Using thematic coding, we bucketed
these regulatory functions into three groupings, analyzing how each functions within the
context of the FDA, and how each has considerations for artificial intelligence—points of
alignment, departure, or other factors that surfaced from engaging with the FDA example.
We've summarized these takeaways below, and offer a more thorough accounting in
Appendix 2.

|. PREMARKET APPROVAL

WHAT IS IT?

“PREMARKET APPROVAL" refers to the FDA’s role in scrutinizing and approving (or refusing
to approve) prescription drugs before they enter widespread circulation. This process gives
the FDA control over how a drug can be marketed—both to the public and to the physicians
who prescribe drugs to the public.?? Much of the FDA’'s power therefore lies in its gatekeep-
ing function. It controls a key gateway through which pharmaceuticals need to pass in order
to enter the market, providing strong incentives for companies to comply with the approvals
process.

As the central regulatory authority responsible for evaluating drugs before they are
marketed, the FDA examines both the SAFETY of drugs and their EFFICACY, making
an approval determination based on a risk-benefit analysis.

16
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These two qualities—safety and efficacy—do not exist in full isolation from each other, and
at times may in fact be in tension. A more effective drug may introduce increased risks
of side effects, and regulators must evaluate whether the benefits of tackling a specific
disease outweigh the ancillary harms that are introduced. Only by considering safety and
efficacy together is it possible for the agency to make meaningful assessments of whether
the drug should be allowed on the market.

In the pharmaceutical context, the FDA uses a benchmarking process that is both flexible
and standardized in the form of END POINTS: evaluative metrics tailored to an indication of
disease that are not only valid and generalizable, but also reflect a particular outcome being
measured. End points are established in agreement between FDA staff and drug manufac-
turers, and form a key part of the clinical trial process as determinants of whether the drug
has successfully achieved a stated health outcome.?* SURROGATE END POINTS serve as
proxies, metrics that are closely linked to more traditional end points but that may enable
swifter evaluation by substituting a short-term outcome for a long-term one. (For example,
one workshop participant referenced reduction in tumor size as an example of a surrogate
end point that is clinically verifiable on a shorter time frame than seeing a patient’s cancer
go into remission).?*

Regardless of the pathway used, the premarket approach to drug approvals necessitates
that drug manufacturers document their reasoning and decision-making throughout the de-
velopment process. This feeds into another important function of the FDA—that of produc-
ing information and expertise—which we discuss at greater length below.

HOW COULD IT WORK FOR Al?

At present, with few exceptions, many artificial intelligence systems do not go through any
kind of standardized evaluation process prior to entering commercial deployment in the
United States (though some Al systems do go through post-market evaluation; see Appen-
dix 1). Under a “PERMISSIONLESS INNOVATION” approach, regulators have taken a light-
touch approach to the market, tending to step in EX POST to correct harms after they have
occurred.?®

In practice, this ex post approach to regulatory enforcement is often triggered by negative
press coverage, independent auditing by researchers or journalists, whistleblowing, or con-
sumer reporting. These triggers can lead enforcement agencies to open up an investigation,
evaluate compliance with the contours of existing law, and, if merited, institute penalties for
failure to comply with legal mandates.

This approach has a number of weaknesses: it tasks under-resourced actors with the most
onerous elements of accountability. It means that redress is often unevenly distributed, since
garnering sufficient attention to merit redress often requires access to public platforms.
It means that evaluations of legal compliance are often ad hoc and highly context-specif-
ic, in the absence of more objective measures carried out across the board. And often, the
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enforcement process occurs long after the harm has been incurred, too late to effectively
remediate.

The FDA's premarket review for drugs offers useful insights for the Al policy community to
consider:

1. Premarket review places the burden on the manufacturer to prove a product is safe,
rather than on the public or enforcement agencies to identify instances where harm
has occurred.

2. The level of flexibility adopted in the FDA model could offer a mechanism through
which the rigor of the evaluation process is calibrated to the specific domain of
deployment, mitigating assertions that FDA-style regulation is overly onerous and
expensive. For example, the END-POINT approach not only offers flexibility around
what counts as proof of “safety and efficacy” but also shapes what type of infor-
mation the FDA can ask for. This would also enable the agency to appropriately cal-
ibrate the standard-setting process to account for contextual factors important to
how Al is developed and deployed in the world, and the dynamic nature of system
development.

3. Rather than engaging fixed standards for evaluation of products already on the
market, the FDA approach incentivizes companies to invest in the development of
evaluation measures well attuned to their systems in order to “show their work.”

In contrast to the “RED-TEAMING” approach that Al companies have tended to favor, this pre-
market approach mandates that firms do more than say, “Trust us, we've done our homework.”
Red teaming is generally a black-boxed process. It looks solely at areas of risk or vulnerability
rather than efficacy, and leaves it to companies to define the metrics and processes through
which their products are tested. Moreover, red teaming does not substantiate safety, func-
tionality, or efficacy claims, which are all required when undergoing any regulatory process.
By contrast, the approach to clinical testing utilized by the FDA encourages greater trans-
parency and documentation of development practices, raises the bar for standard setting
and benchmarking while maintaining scope for flexibility attuned to context, and enables
empirical evaluation not only of harm but of whether a system works in the first place.

An important consideration is the complexity of Al SUPPLY CHAINS, which often string to-
gether multiple service providers or firms with multiple use cases. The FDA has a process
for quality control across the entirety of the supply chain, including engaging with some
regulation at the level of the suppliers of components of drugs;?® its enforcement, however,
is most intense at the level of a particular end application, where validating the safety and
effectiveness of a given product is more manageable.

The FDA regulatory model may not be as well suited to points in the supply chain that are
more distant from the context of deployment, such as the base or “foundation model” layer.
It is difficult to evaluate a general-purpose system for safety and efficacy because the full
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range of use cases is unknown. Here, other regulatory design approaches—such as finan-
cial regulation and its treatment of systemic risk,?” or emissions monitoring regulation—may
offer more useful corollaries.

There are nevertheless safety processes, testing, and documentation that can be mandated
for all points along the supply chain. At a minimum, mandates for clear documentation of
base models, including the data used to train them, will be necessary to enable evaluation at
the application layer. (See the Producing Information and Expertise section for more
on this.)

Il. POST-MARKET MONITORING AND
ENFORCEMENT

WHATIS IT?

The FDA recognizes that simply mandating testing and documentation prior to a drug or
device entering the market does not ensure safety, and that ongoing POST-MARKET MONI-
TORING is required to ensure that new risks are caught as they emerge.

The FDA uses a variety of tools for post-market monitoring. It benefits from what is some-
times called PASSIVE SURVEILLANCE: the voluntary reporting of safety incidents by
doctors, insurers, and pharmaceutical companies themselves. It also engages in ACTIVE
SURVEILLANCE, which involves reviewing and monitoring electronic health records’ data for
reports of adverse reactions or harm that could be linked to the use of a particular drug.?®
Because premarket approval and disclosures are paired with liability, other regulators and
patients (including those in US states) can bring tort court cases, which can lead to addition-
al discovery when a product appears to have caused patients harm.?®

The FDA's powers are weaker here in comparison to premarket approval, the most powerful
stage of regulatory intervention: the period before drugs enter the market is when alignment
between regulatory power and companies’ incentives to comply reach their peak. Past the
point of market entry, the FDA retains some ability to act in the public interest, through the
measures outlined above—but we see a significant drop in the agency’s ability to act and in
its track record of doing so successfully.

HOW COULD THIS WORK FOR Al?

In both the context of the FDA and in Al, assuring downstream compliance after a product
enters the market is a regulatory challenge.

Post-market surveillance for Al is particularly obstacle ridden. But this remains the
dominant way we enforce laws on artificial intelligence today.

A better approach would be to more actively monitor Al systems, which are highly dynamic
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both in the frequency of updates to Al systems and active data flows. But how to do so
effectively needs more deliberation: for example, in the pharmaceutical context, regulators
use electronic health records to proactively surface patterns indicating harmful effects that
could be tied to a particular drug’s use.*® In financial regulation, mechanisms like scenario
planning are frequently used to anticipate known crisis patterns before they occur. Are there
equivalents that could be better leveraged to more proactively surface Al-enabled harms?
(See the section on Producing Information and Expertise for more information.)

Such efforts could complement ongoing auditing and impact assessments of Al systems by
independent entities; how to effectively track and mitigate harms across the development
life cycle of an Al system is thus likewise important, requiring the appropriate calibration of
obligations to each phase of development.? When Al systems are deployed out in the world,
they are exposed to rapid changes that can alter data and processes in real time. Compared
to a drug, which is a fixed object, many Al systems are inherently variable, requiring ongoing
monitoring and risk mitigation. Approaches like financial regulation may be useful analogies
that offer both the vocabulary and the mechanisms for evaluating risk more systematically.®2

Wrangling the potentially varied provenance of Al system components, and establishing a
calculus that leads to an informed understanding of the point in a system’s development at
which the harm may have been introduced, remains a difficult task. Clearer documentation
mandates could help address the muddled provenance of Al system components, but this is
an issue that needs deeper deliberation. The “cascading” approach outlined by the UK’s Na-
tional Cyber Security Centre, in which obligations are attuned to each phase of development
(including the disclosure of risks each actor was unable to evaluate), may also offer a useful
and similarly concrete complement to FDA-style approaches.®?

Finally, a pressing policy question is how to address risk posed by an Al system once identi-
fied. The FDA's power is strengthened by the heft of the penalties it can leverage: its ability
to levy huge fines, strip certification, and refuse to approve future products is a powerful de-
terrent for negligent behavior, particularly since the companies making drugs generally need
to bring new products to the agency for approval in the future. There are formal mechanisms
for downstream accountability, such as recalling products after the fact, though the FDA's
ability to enact these remedies is weakened once they are in commercial use. Companies also
remain liable for harms caused to the public after drugs are made available for wide release.

Currently, the bulk of regulatory enforcement of existing law in Al occurs ex post, and is thus
subject to these challenges; even identifying where Al systems are currently in use remains
a significant gap. In addition, establishing liability and then demonstrating causation in the
Al context are significant barriers.?*
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lll. PRODUCING INFORMATION AND
EXPERTISE

WHAT IS IT?

Pharmaceuticals offer an interesting analogy to Al because, with an eye to history, drugs
were similarly cryptic and underscrutinized at the time the FDA was formed. Amy Kapczyns-
ki has written extensively about how the FDA played an important role in motivating the
production of information that has reduced the opacity of pharmaceuticals, contributing
to our knowledge of how drugs work—with benefits that accrue to the entire sector.?® The
FDA thus acts as a key conduit for information to be conveyed to the public, as well as to
relevant expert stakeholders who seek to represent the interests of the public (the research
community and auditors, patient advocates, other regulators, clinicians).

HOW COULD THIS WORK FOR Al?

Many elements of artificial intelligence are currently opaque and underscrutinized, either
due to corporate secrecy or because of endemic challenges to interpreting and explaining
the outputs of Al systems.*® This presents a significant challenge in regulating artificial in-
telligence: the absence of key information about how Al systems are constructed and how
they function hinders the effectiveness of auditing, benchmarking, and validation.?” Some of
this opacity can be attributed to misaligned incentive structures; left to their own devices,
companies are simply not well placed or well motivated enough to consider or prioritize
certain questions.®® And other questions may indeed prove intractable empirical barriers to
our ability to understand Al systems.*®

A number of these information-generating approaches are directly applicable to Al systems.
The power to elicit the necessary information to effectively evaluate an Al system, to require
Al systems to be labeled as such, and to report adverse events are all within the scope of
existing Al governance proposals.*® These seek to strengthen the baseline offered under
existing law: in its Executive Order on Al, the White House included the use of the Defense
Production Act to elicit information from Al companies about how they are evaluating the
safety of their systems (above a scale threshold) and report this information to the Depart-
ment of Commerce.*' Moreover, the Federal Trade Commission (FTC)'’s existing authorities on
substantiation in advertising enable the agency to request information from Al companies
asking them to validate claims they make publicly about the capabilities of their product
offerings.*?

A key distinction is that the “user” of an Al system—the entity procuring Al—is often
not the same as the entity on which the system is used.

This distinction matters tremendously. Disclosures and other transparency mechanisms may
be important for the decision-making of entities about whether and under what conditions
to use Al, but they often will be insufficient to enable those on whom Al is used to remediate
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harm. Often, individuals are not in a position to make meaningful decisions about how Al
impacts their lives. In contexts like hiring, insurance, healthcare, education, and finance,
members of the public rarely are given the opportunity to shape how Al may be used in a
decision-making process even as it significantly impacts their access to resources and life
chances—and they aren’'t given the autonomy to opt out. Paying attention to the effects of
information and power asymmetries will be particularly important in Al governance; those
involved in regulatory design should remain vigilant about how to implement mechanisms
that would function more meaningfully in the public’s interest.
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What lessons can we learn from the FDA model for Al governance, and how might FDA-style
interventions be applied to Al? This section outlines three crosscutting themes from the
experience of the FDA's regulation of pharmaceuticals. Rather than homing in on specific
functions like the previous section did, this one looks at how these functions interact to
produce particular outcomes in the sector.

l. ESTABLISHING EFFICACY AND SAFETY

The safety and efficacy of products must be evaluated in parallel to make a fulsome
assessment of their impact on society at large. In the context of Al, policymaking
and regulatory activity have tended to index heavily on risk, and have insufficiently
evaluated the efficacy of Al systems.

Establishing efficacy in the pharmaceutical context is a complex task: the history of the
FDA is a history of many value-laden disputes around how the effects of drugs ought to be
measured and what ought to count as evidence. Compared to Al, though, the task of phar-
maceutical regulators is comparatively straightforward: Does the drug work when evaluated
against an agreed-upon end point?4?

While evaluating the claims made by companies themselves offers a useful starting point,
doing so can be much more complicated in the context of artificial intelligence, where
systems are highly complex and also sociotechnical—a system that operates effectively in
controlled environments may fail to function appropriately when deployed in the real world.**
The makers of general-purpose Al systems are also much less likely to make specific claims
against which efficacy could readily be tested.

Furthermore, some Al systems are deterministic (i.e., we can with a reasonable degree of
accuracy understand and trace how an outcome was defined and arrived upon), while others
are probabilistic (we can understand the basic mechanisms of how the system functions,
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but it may be difficult or impossible to consistently explain retrospectively, or anticipate pro-
actively, how it will behave). In addition, the measures needed to evaluate effectiveness in Al
are inherently more dynamic, multivariate, and complex than in the pharmaceutical context:
they require contextual expertise from across a range of sectors, not solely constrained to
technical expertise but incorporating the domains in which an Al system is deployed.*®

In some settings, we may be willing to take on this degree of uncertainty—it's sufficient to
know that an Al system works well enough. In others, it may be necessary to have a high
degree of certainty both that the system works effectively and that it will not behave in
ways that are detrimental to particular users or to society at large. Without an approach to
benchmarking and validation of Al that considers safety and efficacy in tandem, we lack the
necessary information to make these kinds of decisions.

There will always be potential harms from Al; the regulatory question thus must
consider whether the benefits outweigh the harms. But to know that, we need
clear evidence—which we currently lack—of the specific benefits offered by Al
technologies.

To serve the public interest, measures of efficacy should be considered carefully.
They should not be primarily or solely indexed on profit or growth, but should take
into account benefits to society more generally.

Regulatory approaches in Al should require developers of Al systems to explain how an Al
system works, the problems it attempts to address, and the benefits it offers—not just eval-
uate where it fails. Accurately measuring and validating noneconomic benefits has become
a key challenge in other domains (notably in the context of carbon emissions reduction
targets), and developing robust metrics for this should be a priority for Al governance.

Il. FROM OPACITY TO OPENNESS

The FDA model offers a powerful lesson in transparency: product safety cannot be divorced
from the process of optimizing regulatory design for information production. Prior to the
existence of the agency, much of the pharmaceutical industry was largely opaque, in ways
that bear similarities to the Al market.

Over time, the FDA's interventions have expanded the public’s understanding of how drugs
work by ensuring firms invest in research and documentation. Beyond simply understanding
incidents in isolation, it has catalyzed and organized an entire field of expertise and dissem-
inated this expertise across stakeholders, enriching our understanding of pharmaceuticals
and their role in our society and economy.*¢

This information-production function is particularly important for Al. Key players in the market
are incentivized against transparency, and even identifying these actors in the first place is
a challenging task absent regulatory intervention.
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Many specific aspects of information exchange in the FDA model offer lessons for thinking
about Al regulation. For example, in the context of pharmaceuticals, there is a focus on
multistakeholder communication that requires ongoing information exchange between staff,
expert panels, patients, and drug developers. Drug developers are mandated to submit troves
of internal documentation, which the FDA reformats for public release. The FDA also manages
a database of adverse incidents, clinical trials, and guidance documentation.*” What's more,
it produces its own independent analysis on top of industry-supplied data that offers an
important check that sometimes differs from—and even challenges—industry conclusions.*®

Implementing documentation requirements of this sort for Al would represent a significant
change from the current accountability vacuum in Al. Encouraging Al firms to adopt stronger
monitoring and compliance activities like recordkeeping and documentation practices would
substantively change those firms’ approach to building systems and potentially even their
operating models. Such monitoring and compliance may also need to extend to the agency
itself, ensuring that agency leadership doesn’t use opacity to limit second-guessing of its
decision-making, establishing information law rules that govern information flows between
the regulator, researchers, and the broader public. Moreover, traceability remains an under-
explored field in the context of Al: change and control management systems in software
required significant investment, and similar investment in corollary approaches in Al would
alleviate the burden on smaller players.*®

On one hand, this may make the development process more expensive and difficult, requiring
additional documentation and validation processes rather than encouraging open experi-
mentation.*® On the other, such mandates would have beneficial effects for Al governance
by streamlining organizational processes, ensuring durability of knowledge of how systems
were developed and creating greater internal transparency and accountability. Requiring
that companies conduct baseline measures to adequately scrutinize and document the de-
velopment process would also enable and increase the effectiveness of external auditing,
facilitating the development of an “ecosystem of inspection.” It would also provide legal
hooks for ex post enforcement, and aid the work of enforcement agencies when they need
to investigate Al companies.

It is worth considering how such measures may differentially impact companies of various
sizes and stages of development: Al startups may express more hesitancy about potential
advantages that could be gained by bigger companies when they provide information about
an Al product still in development. Thus it would be worth considering in more depth the
right balance between publishing information that enables public validation of the outcomes
of assessments and directly publishing the information provided by companies; the pharma-
ceutical process may offer useful points of comparison but this will likely need further study
in the specific context of artificial intelligence.
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lll. GENERATING AGENCY AND
REBALANCING POWER

The FDA approach creates and distributes new sites of agency in the healthcare system,
empowering actors like doctors who are obligated to work in their patients’ best interest.

The power of FDA regulation comes in part from other actors in the system, including
physicians, insurers, whistleblowers, and other actors who strengthen its monitoring
regime. This has acted as an important second line of defense in pharmaceuticals,
where the regulatory process has been insufficiently rigorous.

By contrast, we lack similar professional obligations in the Al context, dependencies and
sites of friction remain comparatively immature, and the relevant actors are not necessarily
incentivized toward accountability. Al is frequently used in ways that are designed to ulti-
mately undermine the agency of those on whom it’s used.

In comparison to pharmaceuticals, where numerous interdependencies exist across actors
within a market—including doctors, insurance companies, pharmaceutical companies, and
patient advocacy groups—artificial intelligence has relatively few. The dependencies that
do exist tend to be unidirectional: smaller companies and startups depend on the resources
dominated by cloud infrastructure providers like Google, Amazon, and Microsoft.

An important distinction brought up throughout this report is that the “users” of Al systems
are often not the group most affected by those systems. In many instances, Al is used by
comparatively powerful entities—employers, law enforcement agencies, healthcare provid-
ers, banks—on those who are less powerful.5 Often, those on whom Al is used are not
informed of its use; even if they are informed, they may lack the necessary information, or
the power and authority, to seek redress if the system has caused harm.

These points of distinction between Al and pharmaceuticals, or many other consumer prod-
ucts for that matter, merit further attention. In particular, such differences raise questions
about how information should be redistributed not only among the many actors involved
in the development, procurement, and regulation of Al systems, but also among those on
whom Al systems are used. It also raises questions about what sorts of responsibilities and
obligations different actors should have to mitigate the power imbalances that characterize
much of Al use and deployment, and how to effectively introduce the necessary friction to
ensure these responsibilities are carried out.
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|. ESTABLISHING A REGULATORY
PERIMETER

FDA regulation for pharmaceuticals is triggered by the “marketing” of a drug as a critical gate
to entry. In other industries, there are gates around the sale of certain products, which may
be preferable over marketing given First Amendment concerns (see Section Il below). Any
attempt at sector-specific Al regulation will run into a thorny set of definitional questions:
What constitutes the Al market, and how do products enter into commercial use?

In the absence of a regulatory mandate that requires Al companies to come forward and
declare themselves, the contours of the “Al market” are vaguely defined: Is every company
that develops an Al system internally part of the market and thus open to scrutiny? If so,
then companies like Walmart are Al companies. By contrast, many companies do not develop
Al systems themselves, but procure and deploy systems developed by others, potentially
fine-tuning models or making other adjustments in the process.

A second question related to perimeter concerns scale and impact: an approach taken in
the Executive Order on Al and in the White House Voluntary Commitments relies on a scale
threshold—systems trained on computational power measured at 10% floating-point opera-
tions per second (FLOPS)—to carve out systems for scrutiny, based on the presumption that
particular harms are associated with especially large systems.’? However, this presumption
deserves closer scrutiny: the effect of this approach is to exclude all systems currently in
operation from such reporting requirements, as this threshold just exceeds the largest cur-
rently active model. Furthermore, this approach overlooks the fact that the risks associated
with Al depend closely on the contexts within which those systems are deployed.5®
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This is not the only method for scoping Al systems for scrutiny. Other approaches that sur-
faced throughout the expert convening include examining systems based on a set of risk
classifications, similar to the approach taken under the EU’s Al Act (see Appendix 1 for a list
of other proposals incorporating risk classifications); structuring the market based on com-
mercialization of an Al product; or adopting a supply-chain approach that identifies differ-
ent sets of actors involved in different phases of Al development and adopting governance
mechanisms tailored to the specifics of their roles.®*

A third and final consideration relates to how a new agency would interact with existing
agencies. Al systems have use cases across the economy (public, private, and defense);
therefore, existing agencies have the authority to study and regulate specific applications
of Al systems. A brief summary of some of those authorities is outlined in Appendix 1 below.
For example, the FTC has clarified the ways their existing unfair and deceptive acts authority
pertains to Al systems; the FDA has recently issued guidance for Al in medical devices; and
both the Trump and Biden administrations have asked agencies to explore ways to leverage
Al systems to fulfill their mandates. The creation of a new agency will require the boundaries
of the agency’s jurisdiction to be defined. In the case of Al, this will likely mean that projects
and responsibilities within existing agencies may need to be transferred, or that interagency
collaboration will need to be established.

ll. ENABLING ROBUST ENFORCEMENT

Over the past two decades, artificial intelligence development has proceeded with compar-
atively little regulatory scrutiny, and many firms have amassed such sufficient size and scale
that the penalties of enforcement agencies like the FTC amount to little more than a budget
line. Determining how to create incentive structures and sufficient regulatory friction to
incentivize compliance remains a difficult regulatory design problem.

Premarket approval authority. The FDA model hinges on the FDA's ability to prevent phar-
maceutical companies from marketing drugs to physicians—without which they cannot sell
their drugs on the market. Controlling this essential gate to market entry is what grants the
FDA a big stick, critical to its effectiveness as a regulator. At present, the analogous gates to
market entry in Al are haphazard (for example, adoption of cloud services that hold federal
data must go through the FedRAMP certification process, but such measures do not extend
to the sector at large. OMB is also considering fast tracking certain forms of Al through the
FedRAMP certification process through the Emerging Technology Prioritization Framework®®).

To have teeth, any regulatory intervention targeting the Al sector must be able to meaning-
fully challenge some of the biggest companies in the world. In addition to the FDA’s recall and
debarment powers (described in Section 1 above) there are a number of powers common to
federal agencies that FDA-style interventions might draw on, including but not limited to the
following:
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Rulemaking. Legislation is often structured around high-level mandates and principles, and
technical details are left to agency rulemaking. Most agencies undertake rulemaking follow-
ing the Administrative Procedure Act (APA), which mandates a series of notice and comment
periods on draft rules and judiciary review.*¢ Agency rules are legally binding. Rulemaking is
used across agencies (most notably the FDA) to create standards for testing, reporting and
audits, incident reporting and monitoring, bright-line rules regarding product use, and pro-
grams to monitor supply chains. Flexible measures, including non-binding voluntary guidance
and policy statements, may also prove important mechanisms given the dynamism of the
field.

Federal Advisory Councils. The Federal Advisory Committee Act enables agencies to grant
authority to “create advisory committees when nonfederal input is beneficial for deci-
sion-making.”®” This may be important to the creation of committees to assist with stan-
dards, recommendations on rules and guidance, or other input from communities most at
risk from use of Al systems.

Investigation authority. Federal agencies have varying levels of authority related to inves-
tigations, ranging from inquiring about illegal activity to more specific authorities aimed
at general information gathering. US enforcement agencies such as the FTC and DOJ have
subpoena authority and ability to bring “civil investigation demands” (CIDs). Both subpoenas
and CIDs may be used to obtain existing documents or oral testimony. Agencies can also
be given investigative powers to conduct studies. For example, Section 6(b) of the FTC Act
enables the Commission to conduct wide-ranging studies that do not have a specific law
enforcement purpose. These types of investigations give the FTC access to nonpublic infor-
mation to understand an industry.

The final category of investigative authority that a new agency might require involves the
capacity to conduct interagency investigations. This entails the authority to exchange con-
fidential information with other relevant enforcement agencies within specified limitations
and confidentiality assurances. This facilitates collaboration between the FTC and other law
enforcement entities, reducing the risk of redundant investigations.

Debarment. The FDA has the authority to prohibit specific individuals or corporations from
engaging in FDA-regulated activities (essentially ending their career) based on illegal conduct
(e.g., a clinical investigator who falsifies records). Debarment can be permanent or for a set
period of time. The FDA maintains a public list of debarred entities.?®

Import Alerts. The FDA has the authority to issue import alerts or the ability to “refuse ad-
mission” to the US market if products “appear, from sample or otherwise” (“otherwise” may
include a history of violations or a failed facility inspection) to violate the Federal Food, Drug,
and Cosmetic Act (FD&C Act).*® The product is put on an import alert list to notify border
officials that products should be automatically detained. Once products are detained, the
owner can testify that the products are safe / abide by FDA regulations and the FDA can
follow up with a determination to permit or refuse entry.t®
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lll. NAVIGATING THE COURTS

A number of legal challenges are particularly likely to come up in any conversation about the
establishment of a regulatory agency devoted to artificial intelligence. While we kept those
bracketed from the scope of our main conversation, we outline some of them here:

FIRST AMENDMENT AND CONTENT MODERATION

Content moderation is the term used to describe the decisions, processes, and practices
that online platforms put in place regarding the treatment of “user-generated content” they
host or amplify. While content moderation is often associated with social media, the overlap
with Al should not be ignored. Developers of Al systems including large language models
(LLMs) may be considered to be engaged in activity adjacent to content moderation, for
example by making decisions regarding what data to exclude from training sets and what
user prompts to block or provide fixed answers to. Developers may also choose to directly
moderate the output of generative models to comport with their own platform and usage
policies, attempt to address certain safety and other concerns, or minimize brand risk.

As regulators discuss analyzing/overseeing these decisions, many of the challenges that
come with making objective claims of what is “safe” or “accurate” content similarly plague
social media regulation. Additionally, social media platforms use Al systems to curate content
in a user’s feed (e.g., Facebook’s Feed, TikTok’s For You, X’s For You) and flag or help detect
content thatis banned in a platform’s terms of service. Because these activities are generally
understood to be editorial in nature, lawmakers’ attempts to hold platforms accountable for
activities that resemble content moderation could face First Amendment challenges.

NetChoice is challenging a Texas law that prohibits social media platforms from removing or
labeling user posts and requires social media companies to disclose information about how
they moderate and curate user content on constitutional grounds.®’ At present, the Supreme
Court remanded the case back to the lower courts for reconsideration. If NetChoice were to
win outright, the case could create a precedent that defines government-mandated disclo-
sures regarding online platform decisions as unconstitutional, limiting the Al policy commu-
nity’s ability to mandate disclosures. Groups such as Knight First Amendment Institute are
arguing that while portions of the Texas law violate the First Amendment, the law’s provisions
requiring platform disclosures should be evaluated under the legal framework set out in the
Supreme Court’s Zauderer decision, which applies deferential scrutiny to laws compelling
companies to disclose factual and uncontroversial information about their services.®? If this
line of argument prevails, mandated transparency reports (and impact assessments) for
platforms could remain constitutional.
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SECTION 230

Section 230 of the Communications Decency Act provides a liability shield for interactive
computer services (ICS) defined as “any information service, system, or access software
provider that provides or enables computer access by multiple users to a computer server,
including specifically a service or system that provides access to the Internet and such
systems operated or services offered by libraries or educational institutions.”®® The law
specifies that no provider or user of ICS shall be treated as the publisher or speaker of any
information provided by another information content provider and should not be liable for
the decision to take voluntary action to restrict objectionable material.

Many Al systems may be considered interactive computer services. To the extent that an
Al system is engaged in the dissemination of user-generated content, these systems could
be shielded from liability for harm. Thus far, US law seems to point toward recognizing Al
systems used within social media platforms as protected by Section 230.54 Generative Al
systems such as ChatGPT do not intermediate third-party content but create content, and
some legal scholars believe that tools like ChatGPT will not be protected by Section 230.°

US COURTS AND RULEMAKING (MAJOR QUESTIONS DOCTRINE)

As described above in Section Il on enabling robust enforcement, rulemaking under the Ad-
ministrative Procedure Act (APA) and other substantive laws is considered crucial for the
sort of smart, effective, iterative regulation necessary for a quickly evolving administrative
agency. This requires an administrative agency to be empowered to make decisions in a way
that limits challenges or reversals to the extent possible. This may be difficult, given the
current trend of the Supreme Court seeking to limit the powers of administrative agencies.

On June 28, 2024, the Supreme Court overturned the long-standing principle of “Chevron
deference,” derived from the famous Chevron case,®® which required courts to defer to rea-
sonable agency interpretation of ambiguous statutory provisions. For several decades, this
has formed the cornerstone of agency authority. Chevron deference made it unlikely that a
pharmaceutical company would challenge, for instance, the FDA's regulation of new prod-
ucts and devices, clinical trials, and premarket approvals, as discussed in Section 2, since a
court of law would be likely to defer to FDA’s interpretation of the relevant provisions of law.
Now, pursuant to the 2024 cases Loper Bright Enterprises v. Raimondo and Relentless Inc.
et al. v. Department of Commerce®” (known simply as “Loper Bright”), a reviewing court “need
not and under the APA may not defer to an agency interpretation of the law simply because
a statute is ambiguous.’®® This means that when an agency interprets a statutory provision
with inherent ambiguity (such as, for example, whether the FDA can regulate laboratory-de-
veloped tests as “devices”®?), the agency’s decision could be challenged before a court of
law, which will then undertake a de novo assessment of whether the agency correctly inter-
preted the law. Chief Justice John Roberts categorically empowered courts to take up this
role, stating that “agencies have no special competence in resolving statutory ambiguities.
Courts do.”°
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Loper Bright continues a trend of undermining agency authority that follows the establish-
ment of the “major questions doctrine” in West Virginia v. EPA” in 2022. There, the court
stated that when a statute raises a matter of vast “economic and political significance” (i.e.,
a major question), then it needs to be resolved by the judiciary rather than the administrative
agency, unless the agency exercise of power is supported by clear Congressional delegation.

Loper Bright does not allow the courts to overstep agency decisions in every instance. Chief
Justice Roberts observes that some statutes “expressly delegate” to an agency the author-
ity to interpret a particular statutory term. Others empower an agency to prescribe rules to
“fill up the details” of a statutory scheme. The court would have to defer to such delegation
by the legislature.

What does this mean for Al governance? Of course, reducing ambiguities in law is the neces-
sary first step, since the issue of challenging agency authority arises when there is an iden-
tifiable ambiguity that the agency has stepped in to address. However, a certain degree of
ambiguity is inherent in the regulation of emerging technologies, since a statute governing
them will necessarily need to be flexible enough to keep pace with rapidly evolving changes.
Thus, while setting up a new agency, legislatures should anticipate questions to be raised
under Loper Bright as well as under West Virginia v. EPA, and offer the clear congressional
delegation of authority that the Supreme Court has wanted to see in both cases. To minimize
litigation risk and solidify the authority of a new agency, the parent statute should expressly
empower it to interpret any ambiguities in the law, and resolve any major questions raised
within the law.

This is not foolproof, because a court could still undertake an assessment of the agency’s
power under the nondelegation doctrine—that is, it could assess whether the scope of del-
egated authority crosses into the impermissible territory of allowing an executive body to
exercise essential legislative functions. It is also noteworthy that the court has recently
limited powers of other agencies such as SEC and EPA, creating an expectation that the
powers of the administrative state will continue to be curtailed. It is important to track these
developments and design a law that plans around the new standards set by these cases.

IV. PREVENTING INDUSTRY CAPTURE

High on the list of concerns about forming any novel agency charged with enforcement of
an industry is the risk that commercial interests might overwhelm the regulatory authority
and independence of the agency. This is particularly pressing in the context of artificial
intelligence, in which the leading firms hold considerable economic and political power and a
track record of increasingly assertive lobbying.”?

A prime example is in how the FDA is funded. According to one estimate from 2022, 65
percent of the FDA's work is funded through user fees that are paid for by applicant firms.”®
This takes the shape of a negotiated fee for a five-year period. The FDA negotiates with
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the industry it regulates for how the fees will be used: for example, when there is a medical
reviewer who will be paid through the user fees of a particular applicant, that applicant will
in turn receive regular reporting on how its fees were used and whether deadlines were met.
This makes the FDA responsible to the companies it is reviewing for its accounting—this
significantly weakens the agency’s power and risks creating leverage by industry. The FDA
also provides reports to public stakeholders, but there is a significant disparity between
the frequency of its meetings with industry and with the public (this latter category also
includes trade associations, which are typically nonprofit).

Agencies struggle to avoid becoming “captured” or overly friendly toward industry for a few
reasons:

Industry lobbying. Industry players have more resources than consumer advocates to hire
government affairs staff devoted to tracking the drafting of agency rules and guidance and
serving on committees. This imbalance, paired with companies’ ability to fund political cam-
paigns, leads to a situation in which companies can bend text in their favor through direct
engagement with agencies, or via meetings with friendly lawmakers who can write letters of
support and make calls to agencies during rulemaking processes.

Revolving doors. Regulatory agencies require expert staff, which often requires hiring
people who have worked in the industry being regulated. When people switch jobs, they
often maintain relationships with former colleagues. Additionally, agency jobs do not pay as
well as industry jobs, which creates an incentive for staff at agencies to assuage industry
representatives in hopes of being recruited for jobs in the future. For example, former FDA
Commissioner Dr. Scott Gottlieb joined Pfizer's board of directors within four months of
announcing his resignation. As a commissioner, Gottlieb rolled out the Biosimilars Action
Plan to promote the development of follow-on versions of biologic products. Pfizer happens
to be a leading maker of biosimilars.”* When agencies attempt to close the “revolving door,”
it can result in an inability to hire top talent, especially in quickly evolving technical fields.”®

Consultants. In industries that rely heavily on outside evaluations/audits, the consulting in-
dustry (e.g., McKinsey, Accenture, Deloitte, EY) often becomes involved, including in direct
work for expert agencies. These firms frequently conduct projects on behalf of the regulator
while simultaneously working for industry players.’®

Funding dependencies. The funding model for regulatory agencies matters tremendously for
its effectiveness. If a regulator is dependent on funding from industry, this can inadvertently
make the regulator beholden to industry motives.

In the Al context, an additional risk emerges due to the unique structure of the sector:

Infrastructure conflict of interest. Evaluating Al will likely require access to cloud computing
infrastructure in order to run audits or provision a sandbox for external audits. The major
providers of this infrastructure in the US (AWS, Azure, Google) offer products that them-
selves require agency oversight.
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Frequent counterarguments made in response to concerns about regulatory capture are
that any industry must be engaged in the regulatory conversation given that companies are
closest to the ground and know the inner workings of their products. In many industries,
however, regulators take a much more overtly adversarial posture expressly to ensure that
the interests of the public and the economy at large are adequately protected against cor-
porate malfeasance. A better frame might proceed from the position that any discussion
about regulatory design must attend to the eventual likelihood of industry influence and
must ensure, through its structure and accountability mechanisms, that industry does not
get to set the agenda where it is involved in governance processes.
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CONCLUSION

Let’'s return to the question that prompted this deliberation in the first place: Do we need an
FDA for Al? Many of those who participated in the conversation arrived at the answer, “No,
at least not in that exact form.” But valuable lessons were derived from deliberating deeply
on the history and regulatory functioning of a single agency, considering Al governance not
from the perspective of the current status quo but instead thinking through what Al might
be if regulated differently. To this end, we landed on a set of concrete takeaways, highlight-
ed above in the executive summary, as well as a number of points that will require further
deliberation.

In this report, we've sought to “show our work” so that others might be able to learn from,
and build upon, our conversation. It's worth reiterating that the group did not seek to achieve
consensus or any clear set of findings, nor did we arrive at these things. Instead, we engaged
with the intent to have a grounded and deliberative conversation, siloed from the impetus to
arrive at quick answers or to press for what's immediately possible. By muddling through, we
aim to get closer to the question that should be at the heart of any conversation about Al
governance: What world do we want to live in, and what role should Al play in it?
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ACTIVE SURVEILLANCE Active surveillance, in the
context of FDA practices, refers to proactive collec-
tion, analysis, review, and monitoring of health data,
typically in large healthcare databases, to identify
adverse effects linked to the use of a particular drug.

CLINICAL TRIAL Clinical trials are research studies
conducted among human volunteers to assess
the safety and efficacy of new drugs, devices, or
treatments.

DOWNSTREAM (in foundation model supply chain) In
a supply chain involving a particular foundation model,
a downstream product is one that utilizes and builds
on the foundation model, as opposed to an upstream
product, which feeds into the foundation model in
question.

END POINT An end point, in the context of a clin-
ical trial, refers to an outcome experienced by the
participants of the trial that evidences the impact
of the medicine or treatment being trialed, typically
pre-agreed upon by the FDA and the entity running
the trial. An end point can take the form of a desired
clinical outcome (e.g., a reduction in blood pressure in
a trial for pressure-reduction pills) or something that
offers indirect evidence of a desired clinical outcome,
known as a surrogate end point.

EFFECTIVENESS Effectiveness, in the context of a
medicine or medical treatment, measures if the drug
or treatment has the real-life effect it purported to
have, or represented itself as having, under controlled
conditions.

EFFICACY Efficacy of a medicine or medical treat-
ment, typically measured through an efficacy trial,
refers to a determination of whether an intervention
produces the expected results under ideal or con-
trolled settings, as opposed to effectiveness trials,
which measure the same in real-world settings.

EX ANTE Ex ante regulation refers to measures that
need to be complied with prior to carrying out a reg-
ulated activity or launching a regulated product into
the market, such as a license being required prior to
the launch of a particular kind of Al product or a cer-
tification of process being required prior to allowing
certain food products to enter the market.

EX POST Ex post regulation governs outcomes that
occur after the activity that is the subject of the reg-
ulation commences. In the context of FDA, this refers
to companies being liable for harms caused to the
public after drugs are commercially released; in the
context of Al, it may refer to liability for harms arising
as a result of the use of the Al product in question.

FOUNDATION MODEL A foundation model is a large-
scale, general-purpose artificial intelligence model,
typically trained on vast amounts of preexisting data
using unsupervised learning, that serves as a founda-
tion for various general-purpose tasks such as gener-
ation of text, images and videos.

INVESTIGATIONAL NEW DRUG (IND) An investiga-
tional new drug (IND) is a novel or innovative drug or
biological product that does not have an approved
market application from the FDA yet. It can be trans-
ported across state lines and introduced to clinical
trial participants only after obtaining special authori-
zation from the FDA for this purpose (a process known
as an IND application).

NEW DRUG APPLICATION (NDA) A new drug applica-
tion (NDA) is the process through which sponsors of a
novel drug formally propose to the FDA that the drug
should be approved for sale and marketing in the US.
Data gathered during clinical trials of an IND become
part of this application.

PASSIVE SURVEILLANCE Passive surveillance refers
to the centralized collection, by a health authority, of
reports of adverse events following the administra-
tion of a product to the population, such as a vaccine.
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PERMISSIONLESS INNOVATION In the context of
product development,
refers to the flexibility of any person in any part of
the product development process to develop new
ideas for changing and improving the product, uncon-
strained by rules requiring prior approval. In the regu-
latory context, permissionless innovation refers to the
idea that introduction of new technologies and inno-
vations in the market should be permitted by default
unless expressly prohibited.

permissionless innovation

POST-MARKET MONITORING This is a system of sur-
veillance implemented by the FDA to track adverse
events related to a drug after it is marketed, in order
to identify issues that did not appear during the
drug-approval process.

PREMARKET ASSESSMENT Premarket assessment
refers to the FDA's scrutiny of drugs and medical
devices before they enter the market for circulation.
Usually, products that are subject to such an assess-
ment require FDA approval prior to being commercially
marketed.

PRECAUTIONARY PRINCIPLE Precautionary principle
refers to the policy of adopting preventative measures
to address potential risks to the public associated with
certain activities, such as releasing a new Al product
into the market.

RED TEAMING Red teaming refers to a broad range of
risk-management measures for Al systems, including
testing vulnerabilities, identifying mitigation mea-
sures, providing feedback, and so on, typically per-
formed by internally appointed groups of individuals
acting in an adversarial role.

SAFETY Al safety is a field concerned with preventing
harmful consequences resulting from the use of arti-
ficial intelligence systems.

SECURITY Al security refers to the protection of
Al systems and the data they handle from various
threats and vulnerabilities. This includes safeguard-
ing Al models, algorithms, and the infrastructure they
operate on from unauthorized access, manipulation,
or misuse.

SOCIOTECHNICAL Sociotechnical theory of analysis
emphasizes that the social and technical aspects of a
system should be treated as interdependent and not
be considered in isolation from one another.

SURROGATE END POINT A surrogate endpoint, in the
context of a clinical trial, refers to an outcome that
offers indirect evidence of another desired clinical
outcome. (For example, reduction in blood pressure
can be a surrogate end point evidencing reduction in
the risk of having a stroke.)

SUPPLY CHAIN In the context of Al, a supply chain
refers to the chain of actors involved in different
phases of Al development such as training, testing,
deployment, and integration into other systems.

UPSTREAM (in foundation model supply chain) In a
supply chain involving a particular foundation model,
an upstream product is one that feeds into the foun-
dation model in question.
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APPENDIX1: HOW IS Al REGULATED
TODAY?

As mentioned above, Al systems are used throughout society and already fall within the
purview of existing laws / agency jurisdiction. The FTC, the Consumer Financial Protection
Bureau (CFPB), the U.S. Department of Justice (DOJ), and the U.S. Equal Employment Oppor-
tunity Commission (EEOC) all enforce existing discrimination laws in housing, employment,
financial services, and so on.”” What follows is a brief summary of the ways Al is currently
regulated under existing enforcement structures.

The Federal Trade Commission has broad authority to protect consumers under Section
5(a) of the FTC Act, which “prohibits unfair or deceptive acts or practices in or affecting
commerce.” Recently the commission has warned companies that they are accountable for
misleading claims related to AlL7® In an article on its blog, the FTC cautions companies to
“consider at the design stage and thereafter the reasonably foreseeable . .. ways it could
be misused for fraud or cause other harm. Then ask ... whether such risks are high enough
that you shouldn’t offer the product at all.””® The FTC has brought actions against businesses
that sold or distributed potentially harmful technology when the business had not taken
reasonable measures to prevent injury to consumers.f° The FTC has also forced companies
to delete algorithms when they are trained with data that was collected illegally.®!

The Department of Justice’s Civil Rights Division enforces constitutional provisions and
federal law prohibiting discrimination across many facets of society, including in education,
the criminal justice system, employment, housing, lending, and voting. In June 2022, the DOJ
settled its lawsuit against Meta. The complaint alleged that Meta developed algorithms that
enabled advertisers to target their housing ads based on protected characteristics under
the Fair Housing Act. As part of the settlement, Meta is required to develop a new ad-deliv-
ery algorithm that addresses “racial and other disparities.”®?

The Equal Employment Opportunity Commission enforces federal laws that make it illegal
for an employer to discriminate against an applicant or employee due to a person’s race,
color, religion, sex, national origin, age, disability, or genetic information. In May 2023, the
agency released a technical assistance document that focused on averting discrimination
against job seekers and existing workers.®?

The Consumer Financial Protection Bureau oversees financial products. In May 2022, the
CFPB cautioned that if credit decision technology is “too complex, opague, or novel” to
explain adverse credit decisions, companies cannot use the complexity as a defense against
Equal Credit Opportunity Act violations.®* In August 2022, the CFPB issued an interpretive
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rule stating that when digital marketers engage in identifying prospective customers, or
in placing content to influence consumer behavior, they are generally considered service
providers under the Consumer Financial Protection Act. If their actions violate federal con-
sumer financial protection laws—for example, if companies employ an algorithm for targeted
marketing—they can be held responsible.®

The Food and Drug Administration regulates some Al systems through its Software as a
Medical Device (SaMD) process. Software products undergo a different review process,
which classes devices based on associated health risks and imposes increasingly stringent
requirements that range from labeling and registration at the low end to premarket approval
and clinical studies at the high end. Given the dynamic nature of Al systems that continue
“learning” after approval is granted, the change control plan process is particularly salient to
how the FDA regulates Al and is subject to ongoing debate.®®

Software vendors have traditionally been shielded from liability for harm to end users through
warranty disclaimers and contractual limitations of liability; however, this may be shifting.?”
The discrimination laws described above, which are increasingly being used to hold algo-
rithms accountable, are one example of this shift.

Similarly, as part of the litigation following a large-scale Marriott data breach, a US district
judge found that Marriott’'s information technology service provider had a duty of care to
Marriott's customers to prevent a data breach.?® Additionally, product liability law is gov-
erned by states and may vary in its applicability to Al systems. (New York has a “failure to
warn” category, for example, whereas other states don’t.)

The National Institute for Standards and Technology (NIST) is part of the U.S. Department
of Commerce and is responsible for “creating critical measurement solutions and promoting
equitable standards.”®® NIST works toward the development of internet and cybersecurity
standards with international standards bodies and stakeholders.®® In response to Executive
Order 13859, NIST issued a “a plan for Federal engagement in the development of technical
standards and related tools in support of reliable, robust, and trustworthy systems that
use Al technologies.”®" Later, Congress passed Division E of the National Defense Authoriza-
tion Act for Fiscal Year 2021; section 5301 directed NIST to create the Al Risk Management
Framework (RMF).%? Version 1 of the RMF was published in January 2023 and has since been
referenced in executive orders and legislative proposals.®® In November 2023, NIST launched
the U.S. Al Safety Institute to evaluate known and emerging risks of foundation models.**
As standards come into place, legislators in Congress or in state legislatures can reference
these standards, moving them from a voluntary compliance tool to a mandate.®® In this way,
NIST is a key actor in any Al regulatory regime, though its ongoing funding challenges raise
concerns about the risk of regulatory capture.®®

Congress and the executive branch oversee the process of government use and procure-
ment of Al systems, which are in essence premarket approval mechanisms for Al systems
used by the government. If lawmakers mandate that certain disclosures, tests, and standards
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accompany use and become part of the procurement process, those standards start to
become a type of mandate for the private sector (at least for products and services that are
applicable for government use).

In December 2020, the Trump administration’s Executive Order on Promoting the Use of
Trustworthy Artificial Intelligence in the Federal Government directed agencies to maintain
an inventory of Al use cases and to “design, develop, acquire and use Al” in a responsible
manner.’’ In 2022, Congress passed the Advancing American Al Act, which directed the ex-
ecutive branch to issue policies related to “the acquisition and use of artificial intelligence”
and the “civil liberties impacts of artificial intelligence-enabled systems.?®

The Biden Administration’s Executive Order on Al

The Executive Order issued under the Trump administration received only partial compli-
ance,®® leading Biden to follow up with several additional administrative actions,'®° including
the Blueprint for an Al Bill of Rights'™" and a subsequent Executive Order on Al that charged
agencies across government with a series of tasks tied to increasing Al adoption as well as
the implementation of guardrails.’®? Most notably, Section 7 of Executive Order 14110 recently
reminded agencies to “consider opportunities to ensure that their respective civil rights and
civil liberties offices are appropriately consulted on agency decisions regarding the design,
development, acquisition, and use of Al in Federal Government programs and benefits ad-
ministration.”°® Section 10 reemphasizes the provisions of the Advancing American Al Act
directing the Office of Management and Budget (OMB) to develop an initial means to ensure
that agency contracts for the acquisition of Al systems and services align with NIST.

New Oversight for Dual-Use Foundation Models

Section 4 of Executive Order 14110 on the Safe, Secure, and Trustworthy Development and
Use of Artificial Intelligence leverages the Defence Production Act to oversee foundation
models.’®* Section 4 requires companies developing so-called dual-use foundation models™®
to provide the federal government with a description of the cybersecurity protections in
place to protect model weights and the results of the foundation model’s performance in “Al
red-team testing” based on guidance developed by NIST."°¢ Additionally, Section 4 includes
a supply chain tracking component, requiring entities “that acquire, develop, or possess
a potential large-scale computing cluster to report any such acquisition, development, or
possession, including the existence and location of these clusters and the amount of total
computing power available in each cluster”

Finally, states have their own regulatory oversight through their attorney general’s offices as
well as state laws. Notable on this front is a recent release by the California Privacy Protec-
tion Agency (CPPA) of draft automated decision-making technology (ADMT) regulations.’?
While not final, the regulations will likely go into effect sometime in 2024 or 2025. The draft
proposes requirements for businesses deploying ADMT for any “decision that produces legal
or similarly significant effects concerning a consumer.”’°® Requirements include providing
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users the right to opt out of ADMT and the right to access information/disclosures about a
business’ use of ADMT."?? |t is wise to assume that CPPA will continue to set rules regarding
the use of personal data in Al systems, and that some of the rules may create changes at
the national level.

APPENDIX 2: HOW DOES THE FDA WORK?

1. PRE-MARKET ASSESSMENT

Marketing of drugs to the public is a powerful gateway for the pharmaceutical industry: it
is the primary path through which drugs enter into widespread use, and convincing doctors
that a drug is the right therapy to prescribe has a significant effect on the drug’s success
or failure in the market. Similarly, convincing insurance companies to pay for the use of
that drug offers a baseline guarantee of profitability that pharmaceutical manufacturers are
strongly incentivized to seek. Finally, the level of scrutiny that drugs have traditionally un-
dergone in the United States offers an assurance of safety and efficacy that is beneficial to
the pharmaceutical industry, with wide and sweeping effects across international markets."®

~

HOW PRE-MARKET ASSESSMENT
WORKS FOR THE FDA"

1. Investigational New Drug (IND): Before testing on humans, drug manufacturers
must complete an IND application that includes the study design, animal test
data, lead investigator’s qualifications, and Institutional Review Board approval.

2. Clinical Trials: Studies designed to answer research questions relating to medical
products are tested in humans, following the protocol outlined in the IND appli-
cation. CLINICAL TRIALS are typically conducted in several phases (often 3-4),
progressively expanding the scale of the study and number of patients involved.
At different phases, manufacturers may evaluate the safety, dosage, efficacy, side
effects and adverse reactions linked to the drug, sometimes considering these in
tandem with one another.”?

3. New Drug Application (NDA): Once the manufacturer has completed its clinical
trials and gathered evidence, it sends the evidence on to the FDA for review in the
form of an NDA. The NDA includes clinical trial results, a description of the manu-
facturing process, facilities, quality-control procedures, product description, label-
ing, and (rarely) a risk evaluation and mitigation strategy (REMS). If a manufacturer
needs to make a change to an approved drug, they can submit a supplemental
NDA rather than begin the drug application process anew, thus abbreviating the

a1
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steps involved by building on the body of evidence and documentation already
compiled for the previous NDA."?

4. FDA Review: FDA staff provides a written assessment of the NDA for SAFETY
AND EFFECTIVENESS (weighing risks and benefits), appropriateness of labeling,
and manufacturing process.*

5. Approval: Approval can be granted with conditions such as the need for post-ap-
proval clinical trials or restrictions on distribution. Once approval is made, the FDA
will work with the applicant to develop appropriate labeling that describes the
basis for approval and how to use the drug. If a manufacturer disagrees with the
FDA’s decision, there are mechanisms for formal appeal.’®

%

In the pharmaceutical context, the FDA uses a benchmarking process that is both flexible and
standardized in the form of END POINTS: evaluative metrics tailored to each drug application
that are both valid and generalizable, and reflect a particular outcome being measured. End
points are established in agreement between FDA staff and drug manufacturers, and form
a key part of the clinical trial process as determinants of whether the drug has successfully
achieved a stated health outcome.”"® SURROGATE END POINTS serve as proxies, metrics
that are closely linked to more traditional end points but may enable swifter evaluation by
substituting a short-term outcome for a long-term one (for example, one workshop partici-
pant referenced reduction in tumor size as an example of a surrogate end point that is clin-
ically verifiable on a shorter timeframe than seeing a patient’s cancer go into remission).””

This approach to pre-market approval allows for a tremendous amount of flexibility."® While
standards and guidance shape every stage of the process, there is room for context- and
drug-specific flexibility in how endpoints are chosen. The statutory language that guides
pre-market review is instructive:

§ 314.2 Purpose. (FD&C Act) The purpose of this part is to establish an efficient and
thorough drug review process in order to: (a) Facilitate the approval of drugs shown
to be safe and effective; and (b) ensure the disapproval of drugs not shown to be safe
and effective. These regulations are also intended to establish an effective system
for FDA’s surveillance of marketed drugs. These regulations shall be construed in light
of these objectives.

This flexibility can be important, for example in the evaluation of drugs for rare diseases,
where the FDA can approve a drug with a small clinical trial sample size. FDA staff members
weigh both the challenges of obtaining a large patient sample—and the downstream effects
of this, such as the likelihood of delaying needed interventions for patient populations—
against the need to clearly establish evidence on the safety and efficacy of a new drug, and
make decisions about when and under what conditions to relax the standard.”®
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Another source of flexibility has been the introduction in recent decades (starting in 1987)
of ACCELERATED APPROVAL PATHWAYS."?° These pathways—of which there are currently
four—allow the approval of a new drug to be expedited in various ways, such as through the
use of an intermediate clinical end point or a commitment to a shorter FDA review period.
These processes are intended to be reserved only for particularly innovative drugs that are
likely to provide significant improvement over existing therapies, but in practice the majority
of new drugs (60 percent in 2019) utilize one or more of these pathways. Despite this wide-
spread use, there is limited evidence that accelerated approval pathways deliver significant
additional therapeutic value to patients, and some concern that they are associated with
increased risks to patient safety.'®

In some places, premarket assessment is already part of the digital market, though this
occurs in a piecemeal fashion:

1. App Stores. The Apple App store and Google Play store together make up a perfect
duopoly and represent gatekeepers for all applications (regardless of the level of “Al”)
that are accessed by consumers via a smartphone. Apple and Google conduct pre-
market approval at their own behest, and set standards (SDKs) that app developers
must hit. Their processes are opaque and run by organizations that are not democrat-
ically elected.

2. Government procurement processes. When the government is the customer purchas-
ing an Al system, there are increasingly standardized requirements that any product
or service must comply with. (See Appendix 1 for examples of existing and proposed
procurement standards for pre-market scrutiny.)

3. Software as a Medical Device (SaMD). The FDA already oversees the release of
medical devices, including some Al software. Such systems are classed according to
a risk categorization and undergo differing levels of evaluation depending on the level
of risk prior to deployment.'??

2. POST-MARKET MONITORING AND ENFORCEMENT

The FDA also has processes to track drug and device manufacturers. It issues unique identi-
fication numbers to manufacturer facilities (both domestic and international), allowing the
agency to track where drugs and devices are being manufactured and to conduct facility
audits.’?®

If a product that has been approved for commercial use is determined to have caused harm
to patients, the FDA has a variety of measures available to use:'?

1. Advisory Action Letters: Although not required by law, the FDA often sends letters
to individuals or companies to encourage voluntary action before enforcement. There
are two types of letters: warning letters alert entities that the agency has identified
“violations of regulatory significance” and request mitigating action, warning that
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legal action may be imminent. Untitled letters are softer and are used to address viola-
tions that do not merit a warning letter, such as missing risk information on promotional
materials.’?® The FDA makes advisory letters publicly available.'2¢

2. Recalls: The FDA can recall a product that FDA considers to be in violation of the law, and
does so frequently (as many as a thousand prescription drugs are recalled every year).’’
Recalls can be voluntary or mandatory. Most are voluntary at the request of the FDA or
initiated by the manufacturers.’?® Manufacturers must report when they have initiated a
recall, which may trigger FDA oversight. A company can ignore a recall request from the
FDA, but that may risk enforcement action. In the cases listed below, the FDA can issue a
mandatory recall. The process for mandatory recalls vary by product, but often begin by
issuing an administrative order, which gives the product manufacturer/owner an oppor-
tunity to defend the product’s safety at an informal hearing before a presiding officer.'?®

3. Debarment: The FDA has the authority to prohibit specific individuals or corporations
from engaging in FDA-regulated activities (essentially ending their career) based on illegal
conduct (e.g., a clinical investigator who falsifies records). Debarment can be permanent
or for a set period of time. The FDA maintains a public list of debarred entities."3°

4. Import Alerts: The FDA has the authority to issue import alerts or the ability to “refuse
admission” to the US market if products “appear, from sample or otherwise” (“otherwise”
may include a history of violations or a failed facility inspection) to violate the FD&C act.™
The product is put on an import alert list to notify border officials that products should
be automatically detained. Once products are detained, the owner can testify that the
products are safe / abide by FDA regulations and the FDA can follow up with a determi-
nation to permit or refuse entry.'32

3. PRODUCING INFORMATION AND EXPERTISE

The FDA uses a range of mechanisms to elicit the generation of information about pharmaceu-
ticals. These include:

1. Approval processes. The FDA collects thousands of details through the drug application
process, and conducts its own independent review of that information. While no com-
mercially confidential information is published, the FDA's validation of claims made by
companies is open for public scrutiny and review.'3?

2. Clinical trials. The FDA requires drug companies and other regulated entities to report
data to the ClinicalTrials.gov database maintained by the National Institutes of
Health, and engages in monitoring and enforcement to ensure compliance,’* though this

is inconsistent.’®s

3. User disclosures/labeling. The FDA requires products in its jurisdiction to have labels,
and sets rules for what these labels must look like."®®
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4. Incident reporting. The FDA requires drug manufacturers to report serious and unex-
pected adverse reactions to the FDA Adverse Event Reporting System within 15 days,
after which the reports are reviewed by the Office of Surveillance and Epidemiology.
The Office also reviews and conducts its own studies, reviews errors in similar drugs,
and follows international regulatory bodies."®”

5. Post-market studies. The FDA may require post-market studies if it becomes aware of
risks, and it can initiate enforcement action against companies if they fail to adhere
to the timetable when notified by the FDA of the necessity of participating in a
post-market study or clinical trial.

- A 2015 Government Accountability Office (GAO) report highlighted that these
post-market studies can be challenging because of the lack of incentives for cli-
nicians and patients to participate, and that they create an additional reporting
burden for medical practitioners.'?®

A variety of stakeholders can engage in the FDA drug approval process in multiple ways:

1. Advisory Committees. The FDA engages advisory committees to comment on the
quality of data for submitting a drug/device approval and to recommend additional
studies or label changes. Advisory committee advice is nonbinding, and final deci-
sions rest with the agency. Legally, advisory committee membership must be “fairly
balanced” both in demographic diversity and experience/expertise. Most of FDA’s
drug advisory committees consist of physician-scientists who specialize in the drug.
Industry representatives act as individuals speaking for concerns of the industry
globally, not as representatives of their employer. There are also members from con-
sumer advocacy groups.'®®

2. Advisory committee meetings (10 to 15 members) are public and open to the press.
They are typically held twice a year and last two days, and expenses are covered
by the FDA. Members arrive having read preparatory background materials, such as
summaries regarding the safety and effectiveness of the new product.'°®

3. Patient Representatives. “Patient Representatives” represent the closest parallel to
the Al governance equivalent of involving users / data subjects in Al risk assessments.
Patients and advocates are considered temporary employees who provide direct
input to agency staff and engage with experts on the FDA advisory committees.
Candidates are recruited and trained in how to engage in FDA activities / contribute
to decisions. Applicants must have personal experience with the disease they are
representing, “ability to be objective,” willingness to share their views, knowledge of
treatment options, and no conflicts of interest.’
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APPENDIX 3: COMPARISON
OF FDA MECHANISMS AND Al
REGULATORY PROPOSALS

FOOD AND DRUG ADMINISTRATION"2

— Drugs in which benefits/needs are greater than risks
can move through pre-market approval more quickly
(breakthrough therapy, accelerated approval and fast
track)

— Medical devices are categorized by risk tiers (class |,
class Il, class I11)

Risk Ass

— Manufacturers and FDA assess risk throughout
clinical trials and premarket approval.

— Manufacturers design their own studies/tests which
are approved by the FDA.

— FDA conducts audits/inspections of clinical trials and
product manufacturing sites.

— FDA accredits third-party review organizations to
assist with 510(k)(medical device application) review
process and inspections of foreign facilities.

— FDA engages experts and patients in approval
process and post-market surveillance.

Risk Classification

US Al GOVERNANCE (Existing and Proposed

Provisions)

— Al systems are classified as high-risk'*® based on the
output/sector of decision (access to services, facial
recognition, recommender systems, etc) [6, 8, 10, 11,
12,13, 14, 15, 16, 171.

— Al systems are classified as high-risk based on com-
putational power / number of parameters [6, 10]

—> Al systems are classified as high-risk on market /
gatekeeper power [8, 9, 341.

essment

— Deployers/developers complete risk assessments
that may include safety testing, disparate impact
testing, descriptions of training data, model interpre-
tation, etc. Performed inline with standards (set with
engagement through NIST or agency rulemaking) [4,
6, 9,10, 1,12, 13, 16, 17, 23, 24].

— Deployers/developers provide risk assessments to
governing agency [6, 11, 12, 13, 16].

— Covered entity must have its online platform audited
by a third party based on standards set by the
governing agency [9, 16].

— Risk-assessment summaries are made publicly
available [11].

— Deployers/developers self-certify to following key
safety standards and mandates [8, 13].

— Governing agency issues licenses to operate Al
system [10, 8 (once a size limit is reached)].

— Deployers/developers assess/document Al systems
as part of government procurement process [5, 6, 14,
15].

—> Deployers/developers and/or governing agency
engage experts and data subjects in assessment/
approval [4, 8].
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FOOD AND DRUG ADMINISTRATION"?

Stan

— Manufacturers reference industry standards that
have been recognized by the FDA in pre- and
post-market assessments

FDA publishes risk-mitigation guidance for nearly
every class Il and class |ll medical device category.

User Disclosures

— FDA promulgates and maintains rules for labeling
and disclosures in marketing materials for products
(drugs, devices, food, cosmetics)

Incident

Manufacturers of drugs and devices must report all
serious and unexpected adverse reactions to the FDA
within 15 days

FDA oversees a process for clinicians, patients, and
caregivers to voluntarily report adverse outcomes.

Post-Market Studies

— FDA can require post-market studies when a drug/
device is approved or as the agency becomes aware
of risks.

US Al GOVERNANCE (Existing and Proposed

Provisions)

dards

—> Almost every Al governance proposal includes refer-
ence to NIST standards.

— Governing agency engages stakeholders to craft vol-
untary codes that covered entities attest to following

[9, 16].

Deployers/developers alert users to the use of
automated decision systems [7, 13, 21].

Deployers/developers watermark/label Al-generated
content [6, 10, 13, 18, 20, 21, 22].

Deployers/developers publish data nutrition labels

/ model cards (notices on how data is used by Al
systems and user-friendly explanations of key model
features) [9, 10, 16, 171.

Social media platforms disclose recommendation
system weights / important features and offer users
control over personal data inputs [16, 19].

Reporting

— Developers/deployers of Al systems are required to
report adverse safety incidents to governing entity
[0l.

Governing agency maintains systems to intake com-
plaints about online platforms (and/or mandate that
online platforms set up and report on complaints) [8,
9, 161.

— Online platforms must provide access to data to
enable academic and civil society research [9, 10, 16,
191.

Supply Chain Monitoring / Export Controls
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FOOD AND DRUG ADMINISTRATION"2 US Al GOVERNANCE (Existing and Proposed
Provisions)

— FDA maintains registries and unique identifiers for — Governing agency maintains registry of high-risk Al
medical devices and manufacturing facilities. systems [10].

—> FDA can issue import alerts (“refuse admission” of —> Inventories of Al use cases in government [5].
products into the US market). — Governing agency can limit transfer of Al systems to

—> FDA can mandate product recalls (and/or issue adversarial nations [10].
warning letters). — Governing agency can revoke a developer/deployer’s

license to operate/declare the developer/deployer as
noncompliant [8, 10, 13].

Bright Lines / Banned Products

— FDA can prohibit medical devices deemed too risky — Al governance proposals do not include giving a reg-
for human use (Section 516[a] FD&C Act). ulatory entity the ability to prohibit the development/
dissemination of specific subsets of Al systems.

— There is legislation to ban specific use cases of Al
systems (in nuclear weapons [27], targeted adver-
tising [28], facial recognition [26], for children [31], in
the election context [29, 30]).

Mandates / Prohibit Conduct

— The FD&C Act includes statutes to mandate/prohibit Al governance proposals often include language to
certain conduct mostly with regard to the manufac- mandate that covered entities engage in / don’t engage
turing, distribution, and marketing of food, drug, and in sets of defined conduct:
cosmetic preducts. —> Covered entities must not engage in anticompetitive

conduct (e.g., self-preferencing, maintaining conflict
of interest) [8, 34].

— Covered entities must provide data portability and
interoperability [8, 9, 23, 24].

—> Covered entities must protect personal/sensitive/
covered data [1, 8, 23, 24].

— Covered entities must not process data (used in an
automated decision system) in a way that discrimi-
nates [2, 8, 12, 17, 23, 24, 32].

— Covered entities offer a process for human review
when decisions are made using automated decision
systems (contestability) [7, 8, 10, 12, 331.

— Covered entities must not include misleading claims
when marketing Al systems [1].

Duty of Care / Tort
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FOOD AND DRUG ADMINISTRATION"2

US Al GOVERNANCE (Existing and Proposed

Provisions)

—> Food, drugs, and cosmetics in general are subject to
tort law, and if individuals are harmed they can bring
a case in court.

—> Some Al systems are likely covered by existing tort
law and will not receive liability shields under Section
230 [3].

— Some proposals include text to create a duty of care
for data processing / online platforms enforced by a
regulator and/or state attorney general’s office [8, 23,
25].

— Some proposals clarify that Section 230 does not
apply to generative Al [10].

Investigations

— FDA can undertake investigations tied to enforcing
the FD&C Act using subpoena power.

— FDA can refer cases to the Department of Justice.

— Congressional appropriations

—> User fees for drug approval (negotiated with drug
manufacturers that set benchmarks the agency must

— Most Al governance proposals aimed at creating
a new agency include investigative authorities to
enforce laws.

—> Governing agency has the authority to “study” the
digital/Al market, similar to FTC 6(b) studies [8, 9.

— The vast majority of Al governance proposals
are set up to be funded through congressional
appropriations.

meet) —> Some would generate revenue through penalties paid
by companies.
LESSONS FROM
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REFERENCES FOR US POLICIES

ENACTED (OR SOON TO BE ENACTED) POLICY:

1. Section 5 of the Federal Trade Commission Act (FTC Act) (15 USC 45) prohibits “unfair
or deceptive acts or practices in or affecting commerce”

2. Discrimination Laws in DOJ’s Purview
Existing Tort laws

4. NISTs work creating standards relevant to Al systems, notably Al Risk Management
Framework (RMF)

5. Advancing American Al Act (passed in 2022)

6. Executive Order 14110 on the Safe, Secure, and Trustworthy Development and Use of
Artificial Intelligence (October 2023)

7. California Consumer Privacy Act (and Draft Automated Decisionmaking Technology
Regulaions)

PROPOSED POLICY:

This list is not exhaustive; Congress and the states have introduced hundreds of laws related
to Al systems (data governance).

Creating New Agencies:

8. Digital Consumer Protection Commission Act (S.2597) Sen.Warren (D-MA) & Sen.
Graham (R-SCJ (July 2023)

9. Digital Platform Commission Act (S.1671) Sen. Bennet (D-CO) (May 2023)

10. Blumenthal and Hawley’s Framework (July 2023)

New Authorities for Existing Agencies:

1. Algorithm Accountability Act (S.2892) Sen. Wyden (D-OR) (September 2023)

12. CA AB-331 Automated Decision Tools (amended text) Bauer-Kahan (May 2023)

13. Artificial Intelligence (Al) Research, Innovation, and Accountability Act (S.3312) Sen.
Thune (R-SD) & Sen. Klobuchar (D-MN) (November 2023)

14. Al Leadership To Enable Accountable Deployment Act (S.2293) Sen. Peters (D-MI) &
Sen. Cornyn (R-TX) (July 2023)

15. Federal Artificial Intelligence Risk Management Act (S.3205) Sen. Moran (R-KS) & Sen.
Warner (D-VA) (November 2023)

16. Digital Services Oversight and Safety Act (H.R.6796) Rep. Trahan (D-MA) (Februrary
2022)
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https://www.congress.gov/bill/118th-congress/senate-bill/1671
https://www.blumenthal.senate.gov/imo/media/doc/09072023bipartisanaiframework.pdf
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https://www.congress.gov/bill/118th-congress/senate-bill/2293
https://www.congress.gov/bill/118th-congress/senate-bill/3205
https://www.congress.gov/bill/117th-congress/house-bill/6796

7]
(11}
g 17. Algorithmic Justice and Online Platform Transparency Act (S.2325) Sen.Markey
Z (D-MA) July 2023)
o
% 18. DEEP FAKE Accountability Act (H.R.2395) Rep.Clarke (D-NY) (April 2021)
19. Platform Accountability and Transparency Act (S.1876) Sen. Coons (D-DE) & Sen.
Cassidy (R-LA) (June 2023)
20. Advisory for Al-Generated Content Act (S.2765) Sen. Ricketts (R-NE) (September
2023)
21. Al Labeling Act (S.2691) Sen. Schatz (D-HI) (July 2023)
22. REAL Political Advertisements Act (H.R.3044) Rep. Clarke (D-NY) (May 2023)
23. Consumer Online Privacy Rights Act (S.3195) Sen. Cantwell (D-WA) (November 2021)
24. American Data Privacy Protection Act (H.R.8152) Rep. Pallone (D-NJ) (June 2022)
25. Data Care Act (S.744) Sen. Schatz (D-HI) (March 2023)
26. Facial Recognition and Biometric Technology Moratorium Act (S.681) Sen.Markey
(D-MA) (March 2023)
27. Block Nuclear Launch by Autonomous Artificial Intelligence Act (S.1394) Sen. Markey
(D-MA) (May 2023)
28. Banning Surveillance Advertising Act (H.R.5534) Rep. Eshoo (D-CA) (September
2023)
29. Protect Elections from Deceptive Al Act (S.2770) Sen.Klobuchar (D-MN) (September
2023
30. Candidate Voice Fraud Prohibition Act (H.R.4611) Rep. Espaillat (D-NY) (July 2023)
31. Al Shield for Kids Act (S.1626) Sen. Scott (R-FL) (May 2023)
32. Stopping Unlawful Negative Machine Impacts through National Evaluation Act
(S.5351) Sen. Portman (R-OH) (December 2022)
33. Transparent Automated Governance Act (S.1865) Sen. Peters (D-MI) (June 2023)
34. American Innovation and Choice Online Act (S.2033) Sen. Klobuchar (D-MN) & Sen.
Grassley (R-1A) (June 2023)
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FURTHER READING

FURTHER READING

The following publications enriched our conversation, and we’d recommend them as
generative starting points for those who want to go further.

%

Gianclaudio Malgieri and Frank Pasquale, “From Transparency to Justification: Toward
Ex Ante Accountability for Al,” Brooklyn Law School, Legal Studies Paper No. 712, Brus-

sels Privacy Hub Working Paper, No. 33, May 3, 2022, https://doi.org/10.2139/
ssrn.4099657.

Merlin Stein and Connor Dunlop, Safe before Sale: Learnings from the FDA's Model of
Life Sciences Oversight for Foundation Models, Ada Lovelace Institute, December 13,
2023, https://adalovelaceinstitute.org/report/safe-before-sale.

Julie E. Cohen, Brenda Dvoskin, Meg Leta Jones, Paul Ohm, and Smitha Krishna Prasad,
“Regulatory Monitoring in the Information Economy: Preliminary Concept Paper;’ In-
stitute for Technology Law and Policy, Georgetown Law School, October 23, 2023,
https://www.law.georgetown.edu/tech-institute/wp-content/uploads/sit

es/42/2023/10/10232023-Draft-Regulatory-Monitoring-Concept-Paper-1.
pdf.

Andrew Tutt, “An FDA for Algorithms,” Administrative Law Review 69, no. 1 (March 15,
2016), https://doi.org/10.2139/ssrn.2747994.

Daniel Carpenter, Reputation and Power: Organizational Image and Pharmaceutical
Regulation at the FDA (Princeton: Princeton University Press, 2010), https://press.
princeton.edu/books/paperback/9780691141800/reputation-and-power.

Amy Kapczynski, “Dangerous Times: The FDA's Role in Information Production, Past

and Future,” Minnesota Law Review 102 (July 2018), https://scholarship.law.
umn.edu/mlr/130.
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